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Abstract 

 

The current operations tempo at the 60th Air Mobility Wing, Information Protection Office 

(IPO), Travis AFB, California is not sustainable and program enhancement is minimal due to 

excessive administrative tasks levied upon the office.  The 60th IPO has one dedicated position 

to process security clearances for a population of a 6000 personnel.  The research proves by 

realigning non-critical processes from the Wing IPO to subordinate squadron security managers, 

expertise was increased, error rates reduced, and redundant processes were eliminated.  This 

realignment of processes reduced security clearance processing time by 34 days and recouped 80 

hours back to the Wing IPO PERSEC program monthly, thereby increasing mission readiness for 

Travis AFB, CA.  The research is supported by current and relevant literature of existing job 

design processes along with direct observation of key functions.  Additionally, the use of surveys 

and data analytics measured, analyzed and determined implementation to be successful.   

  



60th Air Mobility Wing Information Protection Office Job Redesign     4 

Chapter 1- Introduction 

Background of the Problem: 

Currently, the Wing IPO and more specifically the Personnel Security (PERSEC) 

function located at Travis Air Force Base (Travis AFB), California is tasked with responsibilities 

outside the Government Standard Job Series GS-0080-11, Security Specialist Core Personnel 

Document (CPD) (Appendix A).  These non-aligned responsibilities coupled with limited 

resources and manpower are preventing proper program management.  The IPO has taken on 

responsibilities, subordinate squadrons should administer as they are inherent squadron 

commander functions. 

The structure of Travis AFB is illustrated in Appendix B.   Travis AFB is led by the 

Wing Commander.  The Wing Commander has overall responsibility for all operations at Travis 

AFB.  The IPO is part of the Wing Commander’s staff (Appendix C).  The Wing IPO is tasked 

with providing three specific disciplines under the Information Protection construct (Appendix 

D).   

The PERSEC Specialist is responsible for the processing and tracking of governmental 

security clearances for associated squadrons assigned to Travis AFB.  Currently, the IPO is only 

manned by one PERSEC Specialist, tasked with providing support to approximately 6000 

people.  Each squadron at Travis AFB has multiple security managers assigned to carry out 

security clearance actions for their respective squadrons.  The PERSEC Specialist works in 

tandem with security managers to ensure the processing of personnel security actions.  Squadron 

level security managers have limited knowledge and access to required resources to effectively 

manage their commander’s security program without dependence on the Wing PERSEC 

Specialist.   
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Statement of the Problem: 

Effective program management can optimally be achieved by shifting responsibilities 

from the Wing IPO to squadron security managers.  Many functions are not the responsibility of 

the Information Protection Office (IPO) and other functions would benefit from a decentralized 

realignment.  Additionally, most functions would give squadrons’ greater autonomy of the 

security process and allow enhanced flexibility to control when security investigations are 

initiated.  

Purpose of the Study:     

The security program is a commander responsibility as outlined in all prescribing 

governmental guidance and the IPO is responsible for providing program management and 

oversight to assist commanders in running their respective programs.  By standardizing 

procedures and reducing administrative functions at the Wing IPO, enhanced program 

management can be achieved on Travis Air Force Base.  Under the current construct, there is not 

enough time to effectively handle all tasks assigned with precision and thorough completion 

(Appendix E).  Through direct observation, interaction and facilitation by the IPO, 

responsibilities will be shifted, measured, assessed and surveyed to ensure all stakeholders are 

actively involved in the process realignment.   

Significance of the Study: 

Process realignment would allow the IPO to provide sound program management, 

enhanced squadron level training, and reduce redundant processes.  Furthermore, by providing 

greater resources and knowledge to squadron level security managers, a culture change in the 

IPO and the squadron level can be expected.  Lastly, security clearances and the successful 
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processing of clearances have a great impact on the ability of a squadron to deploy their 

members.  Military members and select civilians are required to have a security clearance in 

order to deploy to various locations throughout the world.  With realigned responsibilities at the 

squadron level, squadrons will have greater flexibility and oversight to ensure mission readiness.  

Research Question: 

Will organizational change(s) at TAFB’s Wing Information Protection Office (IPO) result in 

increased efficiency and effectiveness?  

Research Sub-questions: 

1. What specific and measurable functions currently being performed by the Wing Personnel 

Security Specialist can be redistributed or streamlined to allow enhanced program management 

and time reinvestment to program management? 

2.  What specific training needs to be provided to squadron Level Security Managers to ensure 

redistributed responsibilities can be carried out with little assistance from the Program Manager? 

Hypothesis: 

Realigning non-critical processes from the Wing Information Protection Office (IPO) to 

subordinate squadrons will increase efficiency, reduce error rates and eliminate redundant 

processes thus enhancing mission readiness. 

Limitations: 

A limitation of this research will be time and scope.  While the research is able to provide 

a snapshot of proposed outcomes, the volume of personnel involved in the full implementation of 

shifted responsibilities and to fully see if proposed actions produce desired results on a larger 

scale will require more time than is available for this research project.  
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Another limitation was the implementation of giving end-users eQip access for a 

population sampling.  Initial sampling was projected to include six units but only two units were 

able to be fully implemented by the closure of the research.  The other four units were poised to 

get access to the eQip system but due to numerous base level exercises, members deployed or 

temporarily assigned, the required training to get access was delayed preventing account 

creation.   

Definition of Terms: 

eQip- Electronic Questionnaire for Investigations Processing. eQip is used to initiate security 

clearance investigations.  The eQip system stores member’s answers to questionnaires to allow 

the Office of Personnel Management (OPM) investigators to conduct investigations.  For the 

IPO, the system is used for initiation, review, rejections, and termination of clearance actions. 

Group- “A flexible administrative and tactical unit composed of either two or more battalions or 

two or more squadrons” (DoD Dictionary, 2017)   

Information Protection- “Information Protection is a subset of the Air Force Security 

Enterprise and consists of the core security disciplines (Personnel, Industrial, and Information 

Security) used to determine military, civilian, and contractor personnel’s eligibility to access 

classified information, ensure the protection of classified information released or disclosed to 

industry in connection with classified contracts, and protect classified information and 

Controlled Unclassified Information that, if subject to unauthorized disclosure, could reasonably 

be expected to cause damage to national security” (SAF/AA, 2015). 

Information Protection Office (IPO)- The Information Protection Office is a United States Air 

Force function aligned under the Wing Staff.   
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Information Security (INFOSEC)- “The system of policies, procedures, and requirements 

established to protect information that, if subjected to unauthorized disclosure, could reasonably 

be expected to cause damage to national security” (Vickers, M. 2012).  

Industrial Security (INDSEC)- “That portion of information security concerned with the 

protection of classified information in the custody of U.S. industry” (Cambone, S. 2006).  

Personnel Security (PERSEC)- “A criterion of security based upon standards that must be met 

for clearance or assignment to sensitive duties. The allegiance, reliability, trustworthiness and 

judgment of the individual being considered for such positions must be assessed to ensure that 

the placement of each individual in such a position is clearly consistent with the interests of 

national security” (SAF/AA, 2017). 

Squadron- “The basic administrative aviation unit of the Army, Navy, Marine Corps, and Air 

Force” (DoD Dictionary, 2017). 

Wing- “An Air Force unit composed normally of one primary mission group and the necessary 

supporting organizations” (DoD Dictionary, 2017).  

Expected Impact of the Research: 

Expected research impact is an increase in security manager efficiency at the squadron 

level.  Additionally, through the reassignment of IPO processes the research will show how 

recouped time can be reallocated to the squadron level in the form of training and enhanced 

program management. With the increase of training the data will show an increase in the 

squadron security manager knowledge level, a reduction in recorded error rates and an 

elimination of redundant processes thus increasing mission readiness.   
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Chapter 2- Literature Review 

Introduction 

A key component of the research is job design or redesign.  It is important to look at 

relevant literature through cases studies and peer-reviewed articles to show the potential pitfalls 

associated with job design coupled with the shifting responsibilities from a macro to micro level.  

An in-depth look at previous literature should allow successful implementation of processes 

through lessons learned.  Three separate literature themes relevant to this study were reviewed 

and examined. Each theme is discussed below: (1) Job Design and Change Management; (2) 

Guidance from Above: Root Rules and Regulations on Positional Responsibilities; and (3) 

Process Improvement.  

Job Design and Change Management  

The work of Tamara Miles (2014) illustrates how most of us have more tasks then we 

have time to complete and it is important to differentiate between what we should be doing in 

contrast to what we should not be doing is of critical importance (Miles, 2014).  According to 

Stephen Covey in 7 Habits of Highly Effective People, and more specifically Habit 3, Put First 

Things First, people place tasks in four quadrants known as the “Time Management Matrix” 

(Covey, 2013). These quadrants I through IV are Important/Urgent, Important Not Urgent, Not 

Important/Urgent, Not Important/Not Urgent (Covey, 2013).  For us to truly know where our 

activities reside in this “matrix”, we must understand what is important in relation to what truly 

needs to be accomplished (Covey, 2013). Covey suggests that a highly effective person resides in 

Quadrant III, Important/Not Urgent. 

By utilizing established governmental guidance and identified functions currently being 

performed by the Wing IPO, critical functions are identified and the non-critical functions being 
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performed but still important can be assessed, eliminated or realigned to the squadron level.  

Focusing efforts on truly critical processes allow for the successful management of the Personnel 

Security Program (PSP) and resources will be directed to where they are needed most. 

The Wing IPO can direct change immediately, however; implementing this change may 

create adversity, diminish credibility, and make individuals resistant to change.  According to 

David Brown (2017) in his article on “Change Management”; transparency equals credibility and 

some early struggles were from implementing new processes and a failure to ensure employees 

were provided the tools and resources to do their jobs correctly (Brown, 2017).  By articulating 

the purpose of the change and help shape the narrative of why the change is needed, unit level 

security managers can see how their future roles and responsibilities will aid to their squadron’s 

mission and why the change is needed (Kotter, 2012).  

Another aspect to be considered when designing job requirements is the effect it will 

have on those impacted the most.  It is important to break down the various silos within the 

hierarchy and work across the various agencies, in addition to engaging stakeholders amongst the 

various organizations (Lee, 2014). Equally important to ensuring effective change is you must 

capture the “hearts” and not the “heads” of those impacted by the change (Kotter, 2012).  People 

are more compelled to adopt change if their values align (Kotter, 2012) to the change proposed.  

Lee (2014) further elaborates “Agency leaders should also consider the potential of repercussions 

of their decisions by proactively preparing for these issues (such as moral or external criticisms) 

by receiving greater buy-in from multiple stakeholders” (Lee, 2014).  This is important as any 

process change is sure to bring criticism and by having solid data to support the proposed 

changes will aid in the implementation.  
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Additionally, prior to the change implementation, we must “establish the causes which 

generate the issue and the effects which factual situations have or may have for each type of 

issue” (Braica, 2013).  The issues generating the change must be clearly versed as mentioned 

above and supported by the works from Lee and Kotter, so those impacted have a full 

understanding of the need for change.  Change for the sake of change is never a good strategy 

and will most likely be met with resistance.  Dr. Braica advises that “managers could implement 

a set of activities” to help “minimize the phenomenon of resistance to change” (Braica, 2013).  

When realigning the processes, participating in the actual process and offering encouragements 

along with assistance would aid in ensuring less anxiety about the proposed changes (Braica, 

2013).   

While important to ensuring those working the new processes receive encouragement and 

significance of the new alignment, those at the top also need to embrace the change to ensure 

their subordinates have the tools and resources to effectively carry out their new responsibilities.  

Daryl Conner, advises in Leading at the Edge of Chaos, “Nimble organizations excel, not only at 

seeing the need for change, but in actually executing whatever is required” (BusinessNews 

Publishing, 2014).  Leaders in the organization will want to know what their return on 

investment is and how the changes implemented are going to benefit their organization.  

Reaching out to the commanders of the squadrons will be a crucial element in ensuring change 

success.  This top-down buy-in will benefit not only from the Wing IPO engaging leaders but the 

subordinate personnel to the organization.   

Additionally, the process of job design or the redesign, the stakeholders can gain 

increased motivation which could be the impetus ensuring a successful realignment.  In the study 

published by Personnel Psychology (1990), motivation is increased by giving employees 
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increased responsibility and increased complexity which can increase motivation and job 

satisfaction thus providing a more skilled and vested employee (Campion, M. A., & Berger, C. 

J., 1990).  This is the desired outcome of employee engagement to increase the expertise of 

squadron level security managers and to do so stakeholder buy-in could be a critical element.   

Hackman and Oldham’s Job Characteristic Model, illustrated by Gareth Taylor (2015) 

highlights another key factor to process when pursuing job design.  Taylor explains how job 

design under the Hackman and Oldham model can be summarized in three areas (Organizational 

Factors, Environmental Factors and Behavioral Factors) as they relate to an employee's 

motivation (Taylor, G. 2015).  Additionally, five aspects can have an impact on an employee 

motivation in regards to their job and are as follows: Skill Variety, Task Identity, Task 

Significance, Autonomy, and Feedback (Taylor, G. 2015).  These attributes can be captured 

through the use of surveys, direct observation, and metrics.  Once captured the results can be 

synthesized into action plans in order to meet desired objectives.   

Guidance from Above: Rules and Regulations on Positional Responsibilities 

The PERSEC program has its roots established in Presidential Executive Orders (E.O.).  

E.O. 9835, Prescribing Procedures for the Administration of an Employee Loyalty Program in 

the Executive Branch of the Government, issued by President Harry S. Truman, established 

procedures for investigating personnel assigned to the Executive Branch of the Federal 

government to ensure disloyal employees were not retained in the various agencies assigned to 

the Executive Branch (Woolley & Peters, n.d.).  The Executive Order further established a Civil 

Service Commission to ensure all cases involving personnel being recommended for removal 

had their cases reviewed by a three-member panel (Woolley & Peters, n.d.). Lastly, the action 
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taken by President Truman established standards for employment refusal (Woolley & Peters, 

n.d.).  

Executive Order 10450, Security requirements for Government employment, issued by 

President Dwight D. Eisenhower, replaced E.O. 9835 and further established personnel under 

federal employment of the Executive Branch need to be “reliable, trustworthy, of good conduct 

and character and of complete unswerving loyalty to the United States” (Federal Register, n.d.). 

As its predecessor, the main theme of the E.O. 10450 is to ensure employment by personnel is 

consistent with the interests of national security and as such are subject to investigation (Federal 

Register, n.d.). 

President George W. Bush issued Executive Order (E.O.) 13381, Strengthening 

Processes Relating to Determining Eligibility for Access to Classified National Security 

Information on June 27, 2005.  E.O. 13381 did not changed the previous mentioned Executive 

Orders but assigned duties to the Director of Management and Budget (Federation of American 

Scientists, n.d.).  The Director of Management and Budget was charged to “ensure appropriate 

uniformity, centralization, efficiency, effectiveness, and timeliness in processes relating to 

determinations by agencies of eligibility for access to classified national security information” 

and “responsibility for improving the process for determining eligibility for access to classified 

national security information” (Federation of American Scientists, n.d.).   

Through these Executive Orders, the Department of Defense is given the authority and 

direction to establish the Security Program for all employees under its purview.  Current DoD 

Guidance is a blueprint for subordinate agencies to follow.  The prescribing guidance for the 

PERSEC program is DoD Manual 5200.02, Procedures for the DoD Personnel Security 

Program (Lowery, 2017).  DODM 5200.02 mandates the appointment of a “senior security 
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official” to lead the Personnel Security Program at the US Air Force level (Lowery, 2017).  For 

the Air Force, this office is designated SAF/AA (Administrative Assistant to the Secretary of the 

Air Force).  SAF/AA is the authority for all Personnel Security Program matters in the US Air 

Force.  

The US Air Force and SAF/AA have directed the use of Air Force Instruction (AFI) 31-

501, Personnel Security Program Management (HQ USAF/XOFI, 2012).  This guidance directs 

“Security Managers provide personnel security support to active duty military, civilian, and 

guard and reserve members assigned or attached to the active duty organizations” (HQ 

USAF/XOFI, 2012).  Additionally, it is further directed commanders appoint their respective 

security managers to implement the security program for their units (HQ USAF/XOFI, 2012).  

The Installation Security Program Managers (Security Specialist Program Managers) implement 

the specific discipline for the installation or base (HQ USAF/XOFI, 2012).   

Lastly, further clarification of the roles and responsibilities of the Personnel Security 

Program is provided in Air Force Manual (AFMAN) 16-1405.  This guidance is currently in 

draft and tentatively scheduled for release in June 2018.  The draft AFMAN 16-1405 outlines 

more specific responsibilities for the Information Protection Office and is the only guidance 

identifying key responsibilities that are being performed in current security programs at the Air 

Force level.  Additionally, the guidance is written as a supplement to DoD Manuel 5200.02.  For 

the purpose of this research, draft AFMAN 16-1405 was incorporated into the process 

realignment and job redesign.   

Draft AFMAN 16-1405 directs the IPO management and training of functions inherent to 

the Personnel Security Program (SAF/AAZ, n.d.).  It further articulates the specific Personnel 

Security Specialist responsibilities such as “providing guidance and direction to commanders and 
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directors or designated security manager(s) when requested on all aspects of the Air Force 

Personnel Security Program” (SAF/AAZ, n.d.).   

Additionally, as the basis of duties are outlined above, all duties being assigned to the 

Wing IPO and specifically, the PERSEC Specialist are contained in GS-0080-11, Core Personnel 

Document (CPD).  This CPD is used for position classification that affects pay and work 

requirements and any added duties not listed in the CPD must be evaluated in accordance with 

Air Force Instruction (AFI) 16-1401, Position Classification (McGinty, 1997).  

Lastly, AFI 16-1401 outlines Commanders, Supervisors and Managers responsibilities in 

relation to assigned responsibilities and more specifically, “Prepare accurate and adequate CPDs 

for subordinate positions. The responsibility for accuracy and adequacy of the description of 

duties must not be regarded lightly. Duty descriptions serve as a basis for setting pay and the 

commitment of public funds” (McGinty, 1997). 

Through Executive Orders, Department of Defense guidance, and Department of the Air 

Force Instructions, the Wing IPO is accountable to ensure the successful implementation, 

operation, management of the Wing’s security program.  While duties may be realigned, it is 

critical that any realignment is in accordance with established Department of Defense (DoD), 

Department of the Air Force (DAF), and Office of Personnel Management (OPM) guidance to 

ensure core functions are performed as designed within the Air Force.  

Process Improvement 

It is critical that any movement by the organization to realign processes in any direction, 

takes a holistic look at the best methods to do so.  Looking at the case study on Enhancing 

performance in service organisations by Stadnicka, D., & Ratnayake, R. C. (2017) we can see, if 

the main focus of an organization is to center on its service provided, then little effort is used in 
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process improvement and especially improvement using “lean” principles (Stadnicka & 

Ratnayake, 2017).  By using certain tools such as value stream mapping and showcasing current 

future value streams, an organization can lay a foundation of process improvement and identify 

current drawbacks to process implementation (Stadnicka, D., & Ratnayake, R. C., 2017).  This 

identification can aide an organization and ensure they dedicate resources to those processes 

poised to yield results.   

Another aspect to engage is in ensuring all personnel involved in the process 

improvement process share the same goal accomplishment and are in line with the shared ways 

to get to desired outcomes (Labowitz & Rosansky, 1997).  The authors suggest that by 

integrating “the resources and systems of the organization to achieve that purpose” of “everyone 

heading in the same direction with a shared purpose” then this becomes the “main thing” in 

regards to business alignment and successful process improvement (Labowitz & Rosansky, 

1997).  Employees become more vested in ensuring the process succeeds and has shared 

motivation to see the process through.  In essence by everyone on the same sheet of music there 

is now a common goal, filled with motivation and accomplishment (Labowitz & Rosansky, 

1997). 

Conclusion 

While there seems to be an abundance of guidance and direction on the responsibilities of 

the Personnel Security Program, there are very few instructions on whom is responsible for what 

programs and what levels the operation of processes should reside.  The only guidance that 

seems to solidify roles and responsibilities is in draft form and is not yet authorized for 

implementation.  It can be argued, in the absence of guidance the Wing IPO can create processes 

and guidance to effectively manage the programs until further guidance is implemented directing 
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otherwise.  A logical step would be to align with the draft guidance to minimize disruptions and 

change, if needed, once officially implemented.   

Additionally, focusing on buy-in by engaging all stakeholders in the process will aid in 

effecting sound change management.  By identifying causes of concern and keeping all process 

improvement functions above board, the implementation is expected to be more successful than 

if directed from the top down.  Finally, by the Wing PERSEC Program Manager engaging with 

all players involved and sharing knowledge throughout the phase-in of realignment, expertise 

can be increased. 

Lastly, using current process improvement tools such as “lean” principles and more 

specifically value stream mapping; the research will have quantifiable data to aid in the 

identification of process improvement areas needing attention or poised for elimination or 

reassignment.   Value stream mapping will provide a visual representation of the waste versus 

actual time of certain processes that are part of the examined redesign. Using value stream 

mapping, the leadership and end user can see the “bank for the buck” of realigning 

responsibilities.  
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Chapter 3- Research Methods 

Introduction  

The research plan is to develop a theoretical framework or theme using observable data 

by the researcher.  Observation was made at the Wing IP Office through the use of data analysis, 

utilizing the eQip program.  Other sources of realignment and process improvements were 

observed from the point of view of captured time at the Wing IPO.  Through the identification of 

patterns, data will be coded to reflect a trend analysis and relationships amongst the data. 

Additionally, through content analysis, the researcher has shown the overarching issues 

studied as it relates to the implementation of process improvement efforts from the unit level 

perspective.  Data was collected, counted, and used to identify specific trends concerning 

termination rates, eliminated redundant processes and reduced error rates, as illustrated in the 

research hypothesis below.  

Of note, prior attempts at job realignment at the Wing IPO have been implemented 

haphazardly.  While a survey was published and distributed to 162 personnel only 36 survey 

responses were received. Questions asked in the survey allowed the respondents to provide 

various answers based on their interpretation of the questions.  This made the survey hard to 

measure and did not provide solid data on a course of action.  A new survey was implemented 

with specific and measurable questions and answers. 

Lastly, some process improvements were implemented with little regard to the 

stakeholder and their acceptance of the processes as the only goal was time recoupment at the 

Wing IPO.  

Research Question: 
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Has the realignment of non-critical processes from the Wing Information Protection 

Office to subordinate squadrons increased expertise, reduced error rates and eliminated 

redundant processes? 

Research Hypothesis: 

Realigning non-critical processes from the Wing Information Protection Office to 

subordinate squadrons will increase expertise, reduce error rates and eliminate redundant 

processes.  

Dependent and Independent Variables 

The dependent variable examined in this study was the reorganized Wing Information 

Protection Office. The independent variable examined in this study was the realignment and 

assignment of non-critical processes from the Wing IPO to subordinate squadrons. Data was 

collected and analyzed to determine whether the realignment of the Wing IPO and the 

assignment of non-critical processes to subordinate squadrons resulted in (1) an increased 

efficiency in subordinate squadrons; (2) reduced error rates; (3) elimination of redundant 

processes; and (4) an increased level of mission readiness. 

Operational Definitions: 

Realigning Non-Critical Processes 

Processes measured against the GS-0080-11 job series illustrate the critical and non-

critical measurable processes required for the Personnel Security Position.   

Wing Information Protection Office 

The image in Appendix B illustrates the relationship of disciplines located in the Wing 

Information Protection Office.  On the basis of the research, the PERSEC Specialist was the 

focus of job realignment.  The Wing IPO falls under the Wing Commander (Appendix A) and is 
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assigned to the Director of Staff (Appendix C) construct.  The Wing IPO is responsible for the 

effective management of the Wings Security Program for all subordinate squadrons. 

Subordinate Squadrons 

Subordinate squadrons are charged with implementing the Information Security Program 

for their respective squadron.  Subordinate squadron Security Managers take direction from the 

Wing Information Protection Office to ensure they are following established policy and guidance 

from Higher Headquarters and agencies outside of Travis AFB and the Air Force construct.   

Increased Expertise in Subordinate Squadrons 

Increased expertise was measured through the use of surveys (Appendix E) and data 

retrieved from the Electronic Questionnaires for Investigations Processing (eQip) (Appendix G).  

Reports were generated to show how many cases initiated, terminated, and the percentage of 

increase or decrease in initiated actions.  A decrease in security terminations compared to 

previous actions prior to this research illustrates an increase in efficiency amongst the squadron 

level security managers. 

Reduced Error Rates 

Error rates were measured through the use of data built in the security investigative 

process.  A sampling of past error rates, compared with current rates illustrates the success or 

failure of reducing errors.  By utilizing the eQip program to retrieve data, a 30% decrease in 

security terminations or errors compared to previous security terminations or error rates prior to 

this research indicates a greater level of efficiency at the squadron level and a reduced error rate.   

Eliminate Redundant Processes 

A cross-section of Wing Information Protection Office PERSEC processes compared to 

the processes currently being performed at the squadron level identified redundant processes.  An 
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analysis of which organization (Wing IPO or Squadron Security Manager) should maintain the 

process was identified based off the value added to the particular squadron needing the process, 

compared to the regulatory requirement to perform the function.  Value added was identified by 

whom has the greatest need to ensure the process is performed and the benefit of such 

performance.  Through analysis processes having no value added were identified for elimination. 

Population Sampling Strategy 

The Wing IPO PERSEC Specialist selected six squadrons to form the population 

sampling.  Squadrons were selected based off attendance to the required eQip training held in 

September, October, and January of 2018.  Each squadron was given access to eQip and allowed 

to initiate their own security investigations for their respective squadron.  The PERSEC Program 

Manager provided support during this transition by ensuring all aspects of implementation were 

carried out with oversight from the Wing IPO. 

Procedure   

The PERSEC Specialist collected data from eQip through various reports inherent to the 

program, to gauge if there is a decrease in security terminations.  A 30% decrease in security 

terminations based on previous data retrieved from the eQip program prior to this research shows 

successful unit implementation.  Any percentage below the 30% resulted in analysis to assess the 

root cause of issues.   Rejection of security clearance questionnaires by the unit security manager 

is expected to increase in the immediate term as squadron security managers are reviewing 

investigations in eQip versus a hard copy product prior to eQip submission.  For processes 

realigned without measurable results, they were measured in time recouped at the Wing IPO.     

Data Processing and Analysis 
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Data was extracted from the eQip system in the form of spreadsheets (Appendix G). 

These reports show termination rates, rejection rates, and initiated cases.  Through the use of 

these reports, a trend analysis was able to be made.  These trends correlate with the specific 

training provided to the squadron security managers and illustrate an increase their knowledge 

base.   

Non-critical functions already realigned were not measured for the purpose of this 

research and were not included in the baseline measurements.  Each non-critical function was 

measured on the time it took to complete and was the basis of estimated recouped time the IPO 

PERSEC program can expect.  Additionally, the U.S. Air Force completed a manpower study 

(Carter, 2018) and this study illustrates estimated time it takes to complete processes assigned to 

Wing IP offices across the Air Force.   

A comparison between Air Force level assessment and direct observation during the 

research was also included to show time differences between expected task accomplishment 

from the Air Force to actual tack time of processes being performed at the 60th AMW IPO.  

Controlling for Internal and External Validity 

For the realignment of the security clearance initiations, transferred to unit security 

managers, the data illustrates whether or not the process is yielding the desired results of reduced 

error rates.  Level of efficiency was also measured in reduced rejection rates by the IPO to the 

Security Manager due to fully completed investigations submitted and meeting the OPM 

standard versus being returned to the squadron for correction.  Rejection rates were retrieved 

from the eQip program.  

Limitations 
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A limitation of the research came in the form of competing priorities at the squadron 

level to ensure all members received the training needed to implement new processes at the unit 

level.  It was critical for the PERSEC Specialist to establish relationships with Squadron 

Commanders thus ensuring security managers were given the time and resources to effectively 

carry out the duties levied upon them.   

Summary 

This research was designed for real-world application in the Wing Information Protection 

Office within the 60th Air Mobility Wing at Travis AFB, California.  It is predicted by shifting 

responsibilities from the Wing IPO to unit level Security Managers that Security Managers will 

gain increased efficiency, reduced error rates, and a reduction of redundant processes.   

Additionally, shifted responsibilities and processes allowed the Wing IPO to recoup time 

that was used to enhance program management and align the PERSEC position in line with the 

GS 0080 Security Specialist position description.  
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Chapter 4- Results and Findings 

Objective: 

Results and findings were derived from multiple sources.  Primary data came in the form 

of surveys from end users, interviews from commanding officers responsible for security 

program implementation for their units and interviews from key leaders in the security (GS 0080 

Security Specialist) profession.  Additionally, data was extrapolated from reports within the eQip 

program and value stream mapping, as well as US Air Force level data analytics on process 

completion timelines.  Lastly, direct observations where available, along with past Wing IPO 

initiatives, were incorporated into the research. 

Research Question: 

The research examined and analyzed the realignment of non-critical processes from the 

Wing Information Protection Office to subordinate squadrons and whether or not this increased 

expertise, reduced error rates and eliminated redundant processes.  

Additional research sub-questions were also examined to include: 

 

1. What specific and measurable functions currently being performed by the Wing 

Personnel Security Specialist can be redistributed or streamlined to allow enhanced program 

management and time reinvestment to program management? 

2.  What specific training needs to be provided to squadron Level Security Managers to 

ensure redistributed responsibilities can be carried out with little assistance from the Program 

Manager? 

Overview of Results: 

Survey with Training Data: 
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There were two surveys conducted for this research.  The first survey (Appendix E) was 

paper-based and used in conjunction with training conducted by the Wing IPO on the use of the 

eQip system.  The survey was administered after the training and results were calculated using 

the Likert Scale method.  The three representative ranges were 1. Most buy-in, 2. Adequate buy-

in and 3. Least buy-in.  The survey was administered to 54 Security Managers in attendance with 

35 surveys being returned (a 64% response rate).  Of the members surveyed, 33 respondents fell 

in the “most buy-in” category and accounted for 94.3% of the respondents.  Next, in the 

“adequate buy-in” category, two respondents’ scores (5.7%) fell within this range.  Lastly, in the 

“least buy-in” category, zero respondents fell within this range.   

Analysis: 

Based on the above figures, it can be assured that implementation of key processes and 

specifically access to initiate security clearance processes from the Wing IPO to the unit level 

will be met with little resistance and this alignment will be embraced by those having attended 

the Wing IPO training session. Of note, the survey results also suggested Security Managers do 

not have adequate knowledge to complete their assigned tasks and they would benefit from more 

training by the Wing IPO.   

Survey without Training Data: 

The second survey was the same as survey one (Appendix E) but was posted on the 60th 

AMW IPO SharePoint site and utilized the built-in survey function.  The survey was sent to a 

population sample of 62 security managers.  30 participants answered the survey with a 48.4% 

response rate.  This survey was distributed to Security Managers who did not receive the eQip 

training that the first survey group received.  Scoring and range categories used in the first 

survey calculations were applied for the second survey as well.  Of the participants surveyed 0 
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respondents fell in the “most buy-in” category, 29 (96.7%) fell within the “adequate buy-in” 

range and 1 (3.3%) fell in the “least buy-in” category. 

Analysis: 

Of the two surveys distributed, the first survey yielded the greatest response in regards to 

the “most buy-in”.  Of note, the second survey still had an extremely high “adequate buy-in” 

rate, giving an indication that shifting responsibilities will still garner buy-in, but not at the level 

from those in the first sample group.  Additionally, it can be derived that by increasing training 

opportunities to those not available for the first session, buy-in will increase amongst the unit 

security managers.  It is assumed the reason there was zero “most buy-in” from the second 

survey was due to the respondents being unsure of the benefits afforded with increased access to 

the security clearance process.   

Leadership Interviews 

A total of six interviews were sent by email to personnel in key leadership positions at 

Travis AFB.  These individuals have worked with the Wing IPO in the past and are responsible 

with implementing their PERSEC program within their units.  Of the six requests, two 

individuals provided responses to the interview questions. (Appendix F).   
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Of the questions asked, the first interviewee shared they communicate regularly with 

their unit security manager and most of the issues they discuss are clearance issues, to include 

the renewal of security clearances (J. Longmire, personal communication, February 14, 2018).  

When asked to rate their knowledge of the Personnel Security Program the respondent stated 

they have “intermediate” level knowledge of the PERSEC program (J. Longmire, personal 

communication, February 14, 2018).  When asked if they would support additional training for 

their unit security managers to improve the PERSEC program the respondent stated they would 

need more information to answer this question (J. Longmire, personal communication, February 

14, 2018).  

Many of the question responses fell more in-line with the INFOSEC program and did not 

relate to this research.  The responses will be forwarded on to the INFOSEC program manager 

for action. Of note, the overall tone of the interview responses suggested an interest in improving 

their program, provide their unit security managers with the tools they need for successful 

performance of their duties.  

The second interviewee provided similar responses but specially noted that unit level 

security managers needed increased functions from the Wing IPO so they had the autonomy to 

handle clearance actions at their level and free up time at the Wing IPO (G. Gottschall, personal 

communication, February 26, 2018).  Additionally, continuity amongst the security managers 

within the unit was also a concern for the respondent (G. Gottschall, personal communication, 

February 26, 2018).  

Further interviews will be needed to fully see the level of buy-in from leadership but the 

two respondents gave a glimpse into leadership involvement.  The two interviews also provided 

a sense of motivation for the process improvement efforts to the benefit of their unit members.  
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eQip Realignment to the Unit Level: 

The Wing IPO initiated a sample population of units on Travis AFB to receive access and 

start implementing security investigations from the unit level.  The Wing IPO previously gave 

this access to two units and the researcher attempted to add an additional four for a greater 

population sampling however, the required paperwork to give access was not completed in time 

for this study.  The Wing IPO still provides oversight and quality assurance prior to releasing the 

investigation to the Office of Personnel Management as this responsibility is still inherent to the 

responsibilities of the PERSEC Specialist.  All six units participating are actively working their 

own security clearance initiations with two units working these processes for six months.   

Data was measured prior to and after unit implementation of the eQip realignment to the 

unit level.  Data was measured in the form of security clearance terminations (members did not 

complete in the prescribed time) and rejection rates (members had missing data or required 

further explanation on the security clearance questionnaire).  Data was pulled for 13 months to 

show past termination and rejection rates as well as to show current numbers after Wing IPO 

training. 

Analysis:  

The data over a 13-month period reflects a decrease in rejection rates.  More specifically, 

the first quarter of 2017 (Jan-Mar) showed a 46.90% average rejection rate based off 175 

initiated monthly cases compared to a 14.28% rejection rate from the last quarter of 2017 (Oct-

Dec).  The overall decrease for security clearance questionnaire rejections was 68.75%.   

Looking at the past six months and comparing it to the first six months of 2017 we see a 

decrease of 47.46%.  This decrease is attributed to the increased security manager training started 

by the Wing IPO in August of 2017.  With Security Manager expertise increased security 
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managers were able to ensure initiated cases were filled out correctly resulting in a decrease of 

rejections from the Wing IPO.   

Rejection rates are expected to continue to decrease from the Wing IPO perspective as 

more units have access to the eQip program.  While rejections in the system will increase, it will 

be used as a tool by unit level security managers to communicate with personnel about the 

corrections needed on their security clearance questionnaire.  For the Wing IPO, rejections will 

only go from the Wing IPO to unit level Security Managers versus going direct to personnel 

submitting investigation packages.  These rejections will be for quality assurance purposes and 

limited in scope.   

 

For the past 13 months there also have been a decrease in the amount of security 

clearance questionnaire terminations.  Comparing the first quarter of 2017 (Jan-Mar) and the last 

quarter of 2017 (Oct-Dec) there was a 40.58% reduction in the amount of security clearance 

questionnaire terminations.  Pulling data from the first six months of 2017 and comparting to the 

past six months we see a reduction of 28%. Additionally, comparing the third quarter of 2017 

(Jul-Sep) to the fourth quarter of 2017 (Oct-Dec) we see a 33% reduction in terminations.  
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Again, these percentages are based off an average of 175 cases initiated per month.  

 

Process Realignment: 

A thorough look of all processes currently being performed at the Wing IPO and 

comparing those to processes also being performed at the unit level allowed a better picture of 

processes that overlapped or could be eliminated.  If a process was kept, it was due to a 

regulatory requirement to perform this function.  The processes were then aligned against the 

PERSEC position description to see if it was a function to be kept at the Wing IPO.  If a process 

was to be eliminated then there was not any supporting guidance to keep it, it was not inherent to 

processes required to be performed and it was not listed in the PERSEC position description.  

Analysis: 

All processes being performed at the Wing IPO and more specifically the PERSEC 

position are listed in the below table.  The “*” in front of the position signifies the process is 

required to be performed by the PERSEC Specialist within the Wing IPO.  All other processes 

are not required to be performed by the Wing IPO and can be shifting to unit level security 

managers, other agencies or eliminated.   
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All processes listed above were evaluated on the time it took to complete.  Additionally, if 

the process could not be personally evaluated, the U.S. Air Force Manpower Standard, detailing 

time it takes to perform Wing Information Protection processes was used (Carter, 2018).  Of the 

processes assessed above, 11 processes were evaluated for process improvement, realignment, or 

elimination.  Of the 11 processes, three were eliminated (Appendix G) and as a result 7.5 hour per 

week was recouped back to the Wing IPO.  The remaining eight processes were realigned to either 

the unit level security manager or to the appropriate agency responsible.  

For example, police records checks were being performed by the PERSEC Specialist.  

While it is a regulatory requirement to be performed, it is not required to be performed by the Wing 

IPO.  This duty came about to assist the Security Police on Travis AFB due to a manning shortage 

and eventually became a regular function of the Wing IP Office.  This process was moved back to 

the agency responsible and no longer is a Wing IP function.  Time recouped to the IPO is 2 hours 

per week. 

The process of out-processing or off-boarding personnel from the Joint Personnel 

Adjudication System (JPAS) and signing members out from a virtual off-boarding system fell on 
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the Wing IPO due to the culture of not trusting unit level security managers to properly handle 

this responsibility.  This function is not required by guidance to be accomplished by the Wing 

IPO and furthermore is verified through annual program reviews that are required to be 

performed by the Wing IPO.  This process was redundant and eliminated from the Wing IPO. 

Recouped time to the Wing IPO is 4 hours and 40 minutes. 

Lastly, some processes will realign themselves through the implementation of eQip 

access to unit security managers.  Weekly reports, clearance reviews, downloading clearance 

files and creating investigation requests in eQip will all be aligned with the unit level security 

managers as they have access to these functions through their access to eQip.  Looking at the 

table below gives a better understanding of the future roles of the Wing IPO in respect to the 

PERSEC position. 

 

While these reduced responsibilities will give the Wing IPO greater flexibility and 

increased time to take care of more critical functions, it is also important to increase the training 

to the unit level security managers to ensure they fully understand their new roles.  This was also 
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a concern from the survey participants as most of them responded with “strongly agrees” in 

relation to the Wing IPO providing increased security manager training.   

Recouped Time at the Wing IPO: 

Through process improvement and moving functions from the Wing IPO to the unit level, 

there is an opportunity to capture the recouped time in order to allow the Wing IPO to carry out 

required responsibilities.  Additionally, this recouped time can aid in providing unit level 

training, continued process improvement and ultimately enhanced program management.  A 

Value Stream Map (VSM) was used to analyze the security clearance initiation process. 

The VSM was created from the perspective of units not having eQip access.  Looking at 

the VSM below, the non-value added (NVA) time accounted for 472.20 hours in the initiation 

process.  While these functions may be required to get from point A to B, they hold no value to 

the initiation of the investigation.  Total value-added time to the process was 4.20 hours giving a 

total lead time of 476.40 hours, based on a Monday through Friday schedule with eight hours in 

the workday. 

 

2583 
Initiated

Local 
Installation 

Checks

Wing IP 
Initiates eQIp

Member 
completes 

eQip

Member

Investigation with 
Investigative 

Agency 

Member 
needs 

Investigation

Investigation 
Process

Supplier
Customer

Unit Reviews 
eQip

Wg IP reviews 
eQip/Released 

to OPM

1 D 7 D 7 D 30 D 20m 14 D

30m 25m 10m 140m 30m 17m

x1 x3 x1 x1 x1 x1

MR Check- 5m

Med Clinic Check- 15
Police Records Check- 5m

JPAS Check- 5m

Mbr Record Check –15m
Fill out form- 10m

JPAs 2d Check- 5m

Shell build in pgm- 5m

Login/create acct – 10m

Enter data- 120m
Mbr Finalizes- 10m

Mbr sends to unit- 5m

Unit review- 20m 
Mbr ok’d to release- 5m

Validates shell- 5m

Reviews submission- 10m
Submits to OPM-2m

Summary:
Total Non Value-Added Time (hours): 472.20
Total Value-Added Time (hours): 4.20
__________________________________
Total Lead Time (hours):  476.40  

**Days based on 8 work hours in a day** 

CURRENT STATE



60th Air Mobility Wing Information Protection Office Job Redesign     34 

Moving to the future state, processes are realigned as discussed earlier in this research.  

Specifically, units have access to eQip and are responsible for initiating their own clearance 

paperwork and reviewing case files prior to submission to the Wing IPO.  By realigning the 

processes, the total NVA time is reduced to 200 hours and total value-added time is 3.43 hours 

resulting in a total lead time of 203.43 hours.  

 

This realignment has reduced the process of security clearance initiations sent to the 

Office of Personnel Management by 57.3%.  This effort results in 34 days being recouped in the 

investigative process (specifically for unit level security managers waiting for the initiation of 

the case) and 27 minutes returned to the Wing IPO.  The Wing IPO on average processes 175 

investigative requests per month, equating to 78.75 hours per month recouped.   

Significant Findings: 

Overall, many aspects of the current processes impaneled to the Wing IPO were looked at 

through direct observation, data analytics, surveys and interviews.  There are many moving 

pieces to the security clearance process and the findings suggest there is significant room for the 
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Member 
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eQip
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Investigative 
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Member 
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Investigation 
Process
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Unit Creates 
eQip Shell

1 D 7 D 1 D 14 D

30m 25m 5m 135m

x1 x3 x1 x1

Med Rec Check- 5m

Med Clinic Check- 15
Police Rec Check- 5m

Unit JPAS Check- 5m

Mbr Record Check –15m
Fill out form- 10m

Login/create acct – 10m

Enter data- 120m
Mbr releases to unit- 5m

Unit Creates Shell- 5m

Summary:
Total Non Value-Added Time (hours): 200
Total Value-Added Time (hours): 3.43
__________________________________
Total Lead Time (hours):  203.43

**Days based on 8 work hours in a day** 

FUTURE STATE

Unit Reviews 
eQip 

Unit reviews eQip- 20

Releases to Wg IP- 2m

Wg IP QC

Wg Ip QC eQip- 5

Release to OPM- 1

x1 x1

22m 6m

1 D 1 D

Reduction Rate Summary:
Total NVA Reduced (hours): 272.20
Total Value-Added Reduced (hours): .37
__________________________________
Total Reduction (hours):  272.57

**Days based on 8 work hours in a day** 
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streamlining of processes, recoupment of time to the IPO and the increase of training 

opportunities for unit level security managers in addition to the reduction of errors and 

terminations of security clearance initiations.   

Below illustrates additional process and the time associated with task accomplishment.  

These times are based off direct observation and not in sync with the recommended U.S Air 

Force manpower study used to show times of task accomplishment.  While this research does not 

address the varying differences in time between task accomplishment between the US Air Force 

manpower study and the 60th AMW/IPO, it is an area worth exploring for further research.   

 

As it can be seen from the above chart, the Wing IPO can recoup 80 hours and 13 

minutes by eliminating processes, shifting processes to unit level security managers and 

reassigning functions back to the agencies responsible for action.  Quantity of tasks or items 

worked will vary month to month and can increase or decrease the recouped time.    
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Chapter 5: Conclusions and Recommendations 

This chapter provides the conclusions and recommendations derived from this research 

study. While the research was limited in time and to some degree in scope, many valuable 

conclusions and recommendations can be gleaned from this research.  Over the past sixteen 

weeks, the majority of processes at the Wing IPO and specifically within the PERSEC program 

were explored, challenged and dissected.  It is the researcher’s attempt to give a true 

understanding of what is value-added and what is not so the Wing IPO can evaluate, implement 

and enhance operations in order to effectively support the processing of national security 

investigations.  This was done by consulting guidance, job design, surveys, data analytics and 

subject interviews.  

Conclusions: 

Conclusion 1: 

The Wing IPO PERSEC program is currently performing functions outside their 

guidance and position description.  Due to these additional functions the Wing IPO PERSEC 

program does not have the time it needs to effectively perform core responsibilities as illustrated 

in DoD Manual 5200.02, US Air Force Instruction 31-501 and in accordance with the GS-0080-

11 Air Force Core Personnel Document (CPD).  As such these added functions take away from 

the processing of national security investigations more expeditiously.  Any delay in security 

clearance processing decreases the mission capability of Travis Air Force Base. 

Conclusion 2: 

Many functions within the Wing IPO and as identified in this research, can be delegated 

to lower level unit security managers.  Greater program management from the wing level can be 

realized with proper realignment of responsibilities.  The research shows the PERSEC Specialist 
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spends a majority of their duty day performing non-essential administrative functions.  This 

prevents the ability to provide proper program management as identified in supporting guidance.  

The Wing PERSEC program has limited time to effectively adjust processes to ensure they 

remain current, relevant and provide value to not only the Wing IPO, but the units they are 

charged to support.  

Conclusion 3: 

Throughout this research it was observed there are many ways to extrapolate data to 

gauge, access and evaluated current functions in relation to the submission of security 

clearances.  However; there is no current process inside the Wing IPO to use this data to measure 

continued process improvement or to assess the strength and weaknesses of current processes.  

This data is invaluable in order to gauge the effectiveness of current required processes. 

Conclusion 4: 

 

 Many processes were added to the Wing IPO although no guidance supported these 

processes.  There is no process in place to ensure added processes are vetted to ensure they are 

required to be performed by the Wing IPO, supported by guidance or value-added.  

Recommendations: 

Based off the data collected in this study and provided in Chapter 4, the following 

recommendations are suggested for the 60th AMW/IP Office PERSEC program on Travis AFB, 

CA.  It is believed by implementing these recommendations, the PERSEC Security Specialist 

can focus duties on program management and reduce security clearance errors and terminations.  

Additionally, unit level security managers will gain greater experience through increased training 

and enhanced oversight from the Wing level.  This increased training and oversight is likely to 
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increase expertise amongst unit level security managers, increase motivation as supported by 

supporting literature and foster greater program implementation at the unit level.  

Recommendation 1: 

By May 1, 2018, the Wing PERSEC Security Specialist should develop a monthly 

training schedule for unit level security managers with an emphasis on the functions that were 

realigned and core responsibilities they are required to perform. This monthly schedule should be 

approved by the Chief, Wing Information Protection semi-annually to ensure de-confliction with 

training provided by the Wing INFOSEC and INDSEC Program Managers.  The goal of this 

review is to combine training where appropriate and to reduce duplication of effort.  

Narrative: 

With the added responsibilities, it is critical to ensure unit level security managers have 

the tools to effectively carry out their new responsibilities.  Through training, unit level security 

managers will have more knowledge to complete assigned tasks.  It is supported through 

literature reviews and end-user surveys that security managers will be motivated and empowered 

to fine-tune their processes to further reduce terminations and rejections of initiated clearances.  

Survey data supports a sense of excitement and extreme buy-in in the ability to have greater 

control of the security clearance process.   

Of note, the Wing IPO PERSEC program manager has developed a draft training 

schedule to enhance security manager knowledge, increase communication and to ensure 

security managers have the resources of the Wing IPO for successful program implementation.  

Recouped time through process realignment will aid immensely in ensuring continued training 

where it is needed. 

Recommendation 2: 
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By August 30th, 2018, the 60th Wing IPO, Chief of Information Protection should 

require the incorporation of data metrics into all Wing IPO PERSEC processes to measure and 

gauge the successful implementation of improvement efforts.  Specific data to be captured 

should include the termination, initiation, and rejection rates of clearance processing.  The 

derived metrics should be captured quarterly to show program successes or failures so 

appropriate resources are allocated to ensure continued program success.  Any decline of 

program statistics should result in the Wing IPO working with unit level security managers and 

unit level leadership to develop a course of action to identify and fix problem areas to increase 

desired results.  

Narrative: 

 Consistent measuring of implemented processes by the Wing IPO will help solidify 

whether or not processes are still working and effective.  It is important for the Wing IPO to not 

lose focus of the reasons for implementation and continue to ensure all stakeholders are aware of 

metrics effecting processes to ensure all involved have the buy-in to address issues.  Stakeholder 

involvement and buy-in is crucial for continued program success as shown through supported 

literature. 

Recommendation 3: 

 By September 1, 2018, the Chief, Information Protection within the 60th Wing 

Information Protection Office, should authorize the creation of eQip user level accounts within 

Travis AFB, CA and assign to all unit level security managers. 

Narrative:  

Based on the data extracted from the eQip system, surveys from unit level security 

managers and value stream mapping, it is supported that unit security managers and the Wing 
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IPO benefited from reduced security clearance terminations and a lower rejection rate.  These 

reduced rates reduced the amount of time it takes to submit investigations to the Office of 

Personnel Management.  With the Wing IPO only having one PERSEC Security Specialist it is 

implausible to expect one individual to handle the caseload for all Travis AFB personnel and 

tenant units assigned without adjusting the administrative burden placed upon the Wing IPO.  

The use of security managers or security assistants is supported throughout all guidance 

researched. 

Recommendation 4: 

It is recommended that the 60th AMW, Vice Wing Commander or Director of Staff 

approve any new processes not supported by guidance or contained in the current GS-0080-11 

CPD from being added to the Wing IPO.  No process should be adopted unless it is evaluated 

against current guidance, reviewed by the installation Civilian Personnel Office (CPO), the Chief 

of Information Protection and the Wing PERSEC Program Manager to see if it is required, is 

value-added, and is listed in the position description of the employees required to perform it.  

Once it is determined a process is to be adopted.  The formal process of including it into the GS-

0080-11 CPD should be made to ensure all documentation is currently reflecting the work 

requirements of the Wing IPO PERSEC Specialist and in accordance with Air Force Instruction 

16-140, Position Classification. 

Narrative: 

The culture of the Wing IPO created the current state it is in of not having enough time to 

complete all required tasks.  Processes that were not required, not listed in position descriptions 

and provided no value to the responsibilities of the Wing IPO were allowed to remain within 
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Wing IPO.   Current guidance, GS-0080-11 CPD and support agreements outline the 

responsibilities of the Wing PERSEC Specialist.   

Through direct observation many processes recommended for elimination or shifting to 

other agencies had no procedural basis to be within the Wing IPO.  While there may have been 

compelling reasons to ensure mission accomplishment, they were not founded in baseline 

guidance designed for the position description within the Wing IPO. 
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Areas for Further Study 

 

 While there are many moving pieces within the Wing IPO office located on Travis AFB, 

there were some items that are worth exploring further.  These areas are outside the purview of 

this research and are suggestive.  By exploring these recommendations, it is believed the Wing 

IPO will further benefit and to some level may save the U.S. Air Force a substantial amount of 

time and resources.  

 It is recommended that the below areas are considered for further research: 

Recommendation for Further Study 1: 

 The U.S. Air Force has distributed a manpower study detailing the processes within the 

IPO across the Air Force.  This study has questionable data concerning the timeline it takes to 

complete processes.  While the processes in the 60th AMW IPO were observed and assessed, the 

U.S Air Force Manpower Study does not show how data was measured.  While this 

measurement may be contained in other documents not privy to the researcher, it is worth 

exploring as their suggested times for processes seem inflated and impractical when compared to 

the same processes being performed at the Wing IPO.  

 A comparison of the U.S Air Force Manpower study should be measured against actual 

“takt time” or the “rate at which a finished product needs to be completed” across the U.S. Air 

Force and not rely on IPOs across the Air Force to provide this data without strict validation 

(iSixSigma, n.d.).  When the possibility exists, that IPOs can increase their manning, an inflation 

of time to complete processes cannot be ruled out.   

 The 60th Wing IPO is poised to receive three additional personnel due to this US Air 

Force level manpower study, yet the purpose of the positions are not disclosed or defined.  If the 

purpose is to perform the inherent function of the Wing IPO then process improvement and re-
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delegation of processes as shown in this research can save the U.S Air Force substantially in 

adding positions and use tax payer dollars more effectively.  

Recommendation for Further Study 2: 

 The Wing IPO has multiple disciplines assigned.  While the research has shown the 

PERSEC program can save a substantial amount of time and increased process improvement, 

there are two other disciplines (INFOSEC and INDSEC) that will also benefit from further 

research.  It can be assumed the same culture and reasons for the PERSEC program taking on 

added responsibilities has also permeated into the two other disciplines as well.  
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Appendix A 

U.S. Air Force approved position description for the GS 0080 Job Series, Security Specialist.  

The position description is the standard for the Personnel Security Specialist. 
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Appendix B 

Travis Air Force Base, California Wing Structure 
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Appendix C 

Wing Staff Structure 
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Appendix D 

Wing Information Protection Office Disciplines/Positions 

 

 

  

IN
F

O
R

M
A

T
IO

N
 

P
R

O
T

E
C

T
IO

N PERSEC

INFOSEC

INDSEC



60th Air Mobility Wing Information Protection Office Job Redesign     60 

Appendix E 

Eric Alber 

Golden Gate University 

EMPA396 

Survey  

 

     Greetings! My name is Eric Alber and I am completing my Master’s Degree in Public 

Administration at Golden Gate University. I am requesting your participation in a brief survey to 

obtain your personal perspective and insight on the Personnel Security (PERSEC) program at 

Travis AFB, CA, and ultimately, help examine or evaluate whether shifting responsibilities, 

eliminating redundant processes and removing non-value-added processes would benefit the 

Wing Information Protection Office and Squadron Security Managers. Expected completion time 

of the survey is about 5 minutes.  Your name is not required for the survey and your answers will 

be kept confidential and anonymous. I plan to close the survey on Wednesday, January 31, 2018.  

Please use your experience working with the Wing Information Protection Office as well as a 

Squadron Security Manager to provide honest and candid responses. Your participation will 

shape the future of the PERSEC program here at Travis AFB.  Thank you! 

 

Questions: 

 

1. You would benefit from having access to the program used to initiate security 

investigations (eQip). 

a. Strongly Agree 

b. Agree 

c. Neither Agree or Disagree 

d. Disagree 

e. Strongly Disagree 

 

2.  You would benefit from increased security manager specific training from the Wing 

Information Protection Office. 

a. Strongly Agree 

b. Agree 
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c. Neither Agree or Disagree 

d. Disagree 

e. Strongly Disagree 

 

3. You would benefit from direct access to members submitted clearance status. 

a. Strongly Agree 

b. Agree 

c. Neither Agree or Disagree 

d. Disagree 

e. Strongly Disagree 

 

4. You would benefit from greater autonomy to control security clearance actions at the unit 

level. 

a. Strongly Agree 

b. Agree 

c. Neither Agree or Disagree 

d. Disagree 

e. Strongly Disagree 

 

5. Your Squadron Commander is directly responsible for the successful implementation of 

the Personnel Security Program for your unit. 

a. Strongly Agree 

b. Agree 

c. Neither Agree or Disagree 

d. Disagree 

e. Strongly Disagree 

 

6. Increased specific security manager training and greater autonomy over security 

clearance actions will reduce security terminations. 

a. Strongly Agree 

b. Agree 

c. Neither Agree or Disagree 

d. Disagree 

e. Strongly Disagree 

 

7. Increased specific security manager training and greater autonomy over security 

clearance actions will increase mission readiness. 

a. Strongly Agree 

b. Agree 

c. Neither Agree or Disagree 

d. Disagree 
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e. Strongly Disagree 

Step 1. Assign point values to each response.   

 5- Strongly Agree 

 4- Agree 

 3- Neither Agree or Disagree 

 2- Disagree 

 1- Strongly Disagree 

 

Step 2.  Total responses to items 1-4 to assess Security Managers perceived buy-in to new 

initiatives. Values can range from 5 (least buy-in) to 25 (greatest buy-in).    

Step 3.  Data will fall into three groups 

  Range 5-10    Least Buy-in 

  Range 11-15  Adequate buy-in 

  Range 16-25  Most buy-in 
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Appendix F 

Eric Alber 

EMPA 396 

Golden Gate University 

Interview Questions 

 

     Greetings! My name is Eric Alber and I am completing my Master’s Degree in Public 

Administration at Golden Gate University.   I am requesting your participation in a brief 

interview to obtain your personal perspective and insight on the Personnel Security (PERSEC) 

program at Travis AFB, CA, and ultimately, whether shifting responsibilities, eliminating 

redundant processes and removing non value-added processes would benefit the Wing 

Information Protection Office and your organization. Your name is not required for the interview 

and your answers will be kept confidential and anonymous unless you chose to provide your 

information. 

     I plan to close the interview on Wednesday, February 7, 2018.  Please use your experience 

working with the Wing Information Protection Office as well as your interaction with your 

organization’s security manager to provide honest and candid responses. Your participation will 

shape the future of the PERSEC program here at Travis AFB.  Thank you!  

1. If you could change the Personnel Security (PERSEC) program at Travis AFB what 

would you change?   

2. (If applicable) Why do you feel changing the item you suggested in question 1 is 

important?  
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3. If the Wing Information Protection office could reduce the amount of time it takes to 

submit security investigations and PERSEC actions while increasing your autonomy to 

initiate security investigations, would you be supportive?   

4. Would you support additional training for your security manager(s) in order to enhance 

your PERSEC program?  

5. In a given month, how often do you and your security manager(s) communicate about 

issues affecting your member’s security clearance? (Daily, Weekly, monthly).   

6. What security issues are most commonly discussed?    

7. As a leader in your organization do you feel comfortable your security manager and you 

have the needed knowledge and tools to successfully implement the PERSEC program 

for your organization?   

8. Is there any further information you would like to add concerning the Personnel Security 

program?  

9. Please rate your knowledge of the Personnel Security Program (New, Intermediate, Jedi)  

10.  Would you like to remain anonymous?  If not please provide the following: 

a. Name :  

b. Organization:  

c. How long have you been at Travis AFB?  
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Appendix G 

eQip Data Reports (Example) 
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Appendix H 

Redundant Processes between IPO and Squadron Level 
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